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Example Use Case

SecMan Sends Command
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__________________________________________________________

check_syscall_table() {
send_cmd (CMD_SYSCALL_TABLE) ;
settimer(TIMEOUT);
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SecMan

__________________________________________________

Example Use Case

Sends Command

v

SKM

Time

v

save sp;
move sp to secure stack;
switch (xCMD) A

case CMD_SYSCALL_TABLE:
send_syscall_table();
break;

b

restore sp;

SecMan

__________________________________________________________

check_syscall_table() {

send_cmd (CMD_SYSCALL_TABLE);
settimer(TIMEOUT);
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Example Use Case

SecMan Sends Command R
Coll Inf Time
ollects Information
SKM :
SKM SecMan
“skm_ISR() { o e
/ save sp; \‘ <---_--_-_lrlt?r_r99t_ _______ check_syscall_table() {
move sp to secure stack; & --- (1 send_cmd (CMD_SYSCALL_TABLE) ;

switch (xCMD) {
case CMD_SYSCALL_TABLE:

]
E send_syscall_table();
i break;

b

restore sp; 3
L} Y,

{ send_syscall_table() {

i get cur_syscall_table;

: for each entry i

i write cur_syscall_tablel[il;
; response_ready();

settimer (TIMEOUT);
}
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Example Use Case

SecMan Sends Command R
Coll Inf Time
ollects Information
SKM :
SKM SecMan
“skm_ISR() { o e
/ save sp; \‘ <---_--_-_lrlt?r_r99t_ _______ check_syscall_table() {
move sp to secure stack; & --- (1 send_cmd (CMD_SYSCALL_TABLE) ;

switch (xCMD) { settimer(TIMEOUT);

e ——l e ————

i

: ¥
i case CMD_SYSCALL_TABLE: s

i send_syscall_table(); B
! break; /

| , L

' restore sp; 3

AN

{ send_syscall_table() {

i get cur_syscall_table;

: for each entry i

i write cur_syscall_tablel[il;
; response_ready();
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Example Use Case

SecMan Sends Command Analyzes Data -
Coll Inf Time
ollects Information
SKM R
SKM SecMan
~“skm_ISR() £ S
/ save sp; \‘ g-------__Interrupt check_syscall_table() {
move sp to secure stack; & B | send_cmd (CMD_SYSCALL_TABLE) ;

switch (xCMD) { settimer(TIMEOUT);

i
i case CMD_SYSCALL_TABLE:
i send_syscall_table();

break; b T T N T LTl
1 " recv_syscall_table() {
restore sp; 3 cleartimer(TIMEOUT);
\t D retrieve current syscall table;
" ¥ Us for each entry i

) if (cur.tablel[i]!=org.table[il)
send_syscall_table() { Raise alert!
get cur_syscall_table;

: for each entry i

write cur_syscall_tablel[il;
response_ready();
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Challenges
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SKM Registration

* Requested by SKM, verified by SecMan

e Calculates a hash of SKM’s code
 Directly from physical frames
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SKM Loading

Registration request

Page table
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address 4
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Page 7} Size
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Page Table Hierarchy
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SKM Registration

* Requested by SKM, verified by SecMan
» Calculates a hash of SKM’s code
 Directly from physical frames
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Secure Memory Access Control

* Who initiated memory transaction?
« Use the current program counter and page mapping information

Secure Memory
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Secure Memory Access Control

 What if attacker modifies SKM’s page mapping?
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Secure Memory Access Control

 What if attacker modifies SKM’s page mapping?
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Secure Memory Access Control

 What if attacker modifies SKM’s page mapping?

« Solution: Regularly translate virt-to-phys address and verifies SKM .text hash
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Heartbeat and Hashing

 Heartbeat

* Checks if SKM is alive

« Only SKM can respond
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Heartbeat and Hashing

 Heartbeat

* Checks if SKM is alive

« Only SKM can respond

SecMan

SKM

Timeout

Requests for HB

A

Receives HB

Sends HB

« SKM .text hashing

» Checks if SKM’s code and page mapping have not been altered

Time
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Random Check Intervals

* To prevent TOCTTOU (Time Of Check To Time Of Use) attacks
 Attacker cannot guess the pattern of checks
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Implementation
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Implementation

Leon3 on-chip SRAM (128KB)
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Implementation
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Implementation
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Evaluation - Use Cases

System call table integrity check
Hidden module detection
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Evaluation - Use Cases

1) System call table integrity check
2) Hidden module detection

Kernel
Main Memory Module List
I /{ B }
Kernel '
Module —  Module 2
Region l

(12MB)
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Evaluation - Use Cases

1) System call table integrity check

2) Hidden module detection

Kernel
Module
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Main Memory

Kernel
Module List

\ /{ Module 1 }
'

V_

_ —  Module 2
No matching module (
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Evaluation - Use Cases

1) System call table integrity check . _Sends e |
2) Hidden module detection
Traverses module list
SKM Finds orphan pages R
Time'
_ Kernel
Main Memory Module List
| Module }
Kernel l
—  Module 2
MOd_U|e No matching module (
Region ! L Module 3
(12MB) Hidg
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Evaluation - Performance Overhead

« SPEC Benchmarks on the monitored core
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Evaluation - Performance Overhead

« SPEC Benchmarks on the monitored core
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Evaluation - Performance Overhead

« SPEC Benchmarks on the monitored core
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Evaluation - Performance Overhead

« SPEC Benchmarks on the monitored core

Average ratio of execution time to the case of No SKM
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Evaluation - Hardware Cost

Modified
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Evaluation - Hardware Cost

Modified
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Extension to Multiple Monitored Cores

» Extended to quad-core

« Works only for SMP
« Single SKM
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Extension to Multiple Monitored Cores

» Extended to quad-core
« Works only for SMP

« Single SKM
Monitored; /~ \ | |
| PC ‘
Cores i Mux Registered Base 414
PC; ; 4
. i 0/1
: i >=
PCn-1 0/1 D I
A CTP 5 ci)
i Mux > < [ *g d
H %)
CTP, gz for R
: 2 )
: " 0/1 o
CTPN_]_ * %
= <+ 5
i O
Registered CTP - 3
Transaction Master ID a
Extension for Bus Transaction
N-1 monitored cores Interface Master 1D -~
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Extension to Multiple Monitored Cores

» Extended to quad-core

« Works only for SMP
« Single SKM

Registers 10258 10356 0.96%

Dual Core
Look-up Tables 19482 19511 0.15%
Registers 18932 19029 0.51%

Quad Core
Look-up Tables 37777 37835 0.15%
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Conclusion

 DragonBeam Framework

« HW/SW framework for trusted security monitoring

« Bootstrap trust into SW layer from trusted HW
« Multicore-based

« Expanded observability due to in-place monitoring

« Secure “Kernel Module”

 Allows for customized security modules to system developers
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